(®) MUFG

NOTICE ON DATA LOSS PREVENTION (DLP) IMPLEMENTATION

THONG BAO VE VIEC TRIEN KHAI HE THONG NGAN NGU'A
THAT THOAT DU LIEU (DLP)

Dear MUFG Clients and Partners
Kinh gi¥i Quy Khdch Hang va Quy Péi Tac MUFG,

MUFG Bank, Ltd., Hanoi Branch and Ho Chi Minh City Branch (“the Bank”) would like to inform you
the Data Loss Prevention implementation as follows:

Ngdn hang MUFG Bank, Ltd. - Chi nhdnh TP. Ha Ndi va Chi nhdnh TP. Hb Chi Minh (“Ngdn Hang”) xin
trdn trong théng bdo dén Quy Khdch va Quy D6i Tdc vé viéc trién khai hé théng ngdn ngira thdt
thoat dir liéu (DLP) nhw sau:

In today’s digital world where data drives much of our daily lives, the importance of robust data
governance and security has never been greater.

Trong ky nguyén sé hién nay, khi div liéu déng vai tro then chét trong hdu hét cdc hoat déng hang ngay,
viéc tdng cwong qudn tri div liéu va bdo mdt théng tin dang tré nén quan trong hon bao gio hét.

At MUFG, we continuously strive to uphold our purpose to be “Committed to Empowering a Brighter
Future.” by embedding key culture principles into our daily behavior to deliver “trust & credibility”
for our customers and society. Towards this end, we will further strengthen our cyber-resilience and
safeguard the information assets of our clients, people and Bank, through the implementation of an
enhanced information security management system.

Ngdn Hang luén né lwc thuc hién stt ménh “Cam két kién tao twong lai tét dep hon” bdng cdch tich hop
cdc gid tri vdn hod cdt 16i vao tirng hanh vi va hoat dong hdang ngay, nhdm mang dén sw tin cdy va uy
tin cho khdch hang va ciing nhw cdng ddng. Trong dinh hwéng dé, Ngdn Hang tiép tuc ndng cao ndng
lwc an toan théng tin va bdo vé tai sdn dir liéu ctia khdch hang, nhdn vién va Ngdn Hang thong qua viéc
trién khai viéc ndng cdp hé théng qudn ly bdo mdt théng tin.

While we work tirelessly to enhance our systems, data security is a shared responsibility. With the
implementation of this enhanced system, you may have to perform additional steps upon
receiving encrypted emails from MUFG.

Trong khi Ngan Hang khdng ngirng cdi thién cdc hé théng néi bé, bdo mat dir liéu van la trdch nhiém
chung. Khi hé théng bdo mdt ndng cdp dweoc dwa vao vdan hanh, Quy Khdach va Quy Déi Tdc co thé
cdn thwc hién thém mét so6 thao tdc khi nhdn cdc email dwo'c md héa tir MUFG.

In the next few sections, we provide you with some guidance to open encrypted emails from MUFG
domains. In the attached, End User Experience deck, we provide you with some guidance to
open encrypted emails from MUFG domains.

O cdc phdn tiép theo, Ngdn Hang cung cdp hwéng dan chi tiét gitip Quy Khdch va Quy P6i Tdc mé cdc
email dwoc md héa givi tir tén mién MUFG. Trong tai liéu dinh kem “Trai nghiém ngwdi diing cudi
cung”, Ngan Hang cung cdp hwéng dan gitip Quy Khdch Hang/ Quy Péi Tdc mé cdc email dwoc
mad héa giri tir cdc tén mién ciia MUFG.
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We appreciate your understanding and cooperation in embracing these new practices, designed
proactively to safeguard your privileged information.

Ngdn Hang trdn trong cdm on sw thdu hiéu va hop tdc ctia Quy Khdch va Quy D6i Tdc trong viéc dp
dung cdc quy trinh mé&i - dwoc thiét ké véi muc tiéu chi déng bdo vé thdong tin quan trong ctia Quy
Khdch va Quy béi Tdc.

Should you have any inquiries on the Data Loss Prevention (DLP) implementation, please contact
Relationship Manager in charge of your account or any bank staff of operation departments for
further support.

Néu Quy Khdch va Quy Déi Tdc cé thdac mdc vé viéc trién khai hé théng ngdn ngira thdt thodt div liéu
(DLP), xin vui long lién hé véi Ngdn hang chiing t6i qua Can B¢ Khdch Hang phu trdch tai khodn ctia
Quy Khdch hodc bdt ky nhdn vién nao ctia cdc phong nghiép vu dé dwoc gidi ddp.

Thank you for choosing to bank with us. We value every opportunity to partner with you and look
forward to continue serving you.

Xin chdn thanh cdm on Quy Khdch va Quy Déi Tdc dd lwa chon st dung dich vu ngdn hang ctia Ngdn
Hang. Ngdn Hang luén trdn trong moi co hgi hop tdc va mong tiép tuc dwoc phuc vu Quy Khdch va Quy
Déi Tdc trong thoi gian tai.

Sincerely,
Tran trong,

MUFG Bank, Ltd., Hanoi Branch and Ho Chi Minh City Branch
Ngin hang MUFG Bank, Ltd. - Chi nhanh TP. Ha N§i va Chi nhanh TP. H6 Chi Minh
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Introduction
Gidi thiéu

Dear MUFG Clients and Partners )
Kinh gt¥i Quy Khach Hang va Quy Déi Tac MUFG,

In today’s digital world where data drives much of our daily lives, the importance of robust data
governance and security has never been greater.

Trong ky nguyén s hién nay, khi di¥ liéu déng vai tro then chét trong hdu hét cac hoat dong hang ngay,
viéc tdng cuong quan tri di¥ liéu va bdo mét théng tin dang tré nén quan trong hon bao gic hét.

At MUFG, we continuously strive to uphold our purpose to be, Committed to Empowering a Brighter
Future., by embedding key culture principles into our daily behavior to deliver “trust & credibility” for our
customers and society. Towards this end, we will further strengthen our cyber-resilience and safeguard
the information assets of our clients, partners, people and Bank, through the implementation of an
enhanced information security management system.

Ngén Hang luén né luc thuc hién sir ménh “Cam két kién tao tuong lai tét dep hon” bang cach tich hop
céc gia tri van hoa cét 16i vao tirng hanh vi va hoat déng hdng ngay, nhdm mang dén s tin cay va uy tin
cho khéch hang va ciing nhw céng dbng. Trong dinh huéng d6, Ngén Hang tiép tuc ndng cao nang luc
an toan théng tin va bao vé tai san dir liéu cta khéch hang, nhan vién va Ngén Hang théng qua viéc trién
khai viéc nédng cap hé théng quan ly bdo mét théng tin.

While we work tirelessly to enhance our systems, data security is a shared responsibility. With the
implementation of this enhanced system, you may have to perform additional steps upon receiving
encrypted emails from MUFG.

Trong khi Ngan Hang khéng ngirng céi thién céc hé théng néi bd, bdo méat di liéu van Ia trach nhiém
chung. Khi hé théng bdo mat nang cap duoc duwa vao van hanh, Quy Khéch va Quy Bbi Téac c6 thé cén
thurc hién thém mot s thao tac khi nhan céac email duoc ma héa tir MUFG.

In the next few sections, we provide you with some guidance to open encrypted emails from MUFG
domains.

O céc phén tiép theo, Ngan Hang cung cap huéng dan chi tiét giup Quy Khach va Quy Péi Tac mé céc
email duwoc mé héa guvi tir tén mién MUFG.

We appreciate your understanding and cooperation in embracing these new practices, designed
proactively to safeguard your privileged information.

Ngén Hang trén trong cdm on sw thdu hiéu va hop téc cia Quy Khach va Quy Doi Tac trong viéc ép
dung cac quy trinh méi - duorc thiét ké véi muc tiéu chi déng bdo vé théng tin quan trong cta Quy Khéach
va Quy Poi Téc.

Thank you for choosing to bank with us. We value every opportunity to partner with you and look forward
to continue serving you.

Xin chan thanh cam on Quy Khéach va Quy Déi Tac da lwa chon st dung dich vu ngédn hang cua Ngén
Hang. Ngan Hang luén trén trong moi co hdi hop tac va mong tiép tuc duoc phuc vu Quy Khéach va Quy
Péi Téc trong thoi gian téi.

MUFG Bank APAC
Ngén Hang MUFG khu vurc Chéu A Théi Binh Duong
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1. Guide to open Encrypted Emails received from MUFG
Huwdéng dan mé Email dwoc méa hoa nhén tor MUFG

In the following sections, we provide detailed guidance on how to access encrypted emails
from MUFG.

Trong cac phan tiép theo, chiing t6i cung cap huéng dan chi tiét vé cach truy cap cac email
dwoc ma hoéa tir MUFG.

We would also like to take this opportunity to inform you that the end-user experience may
vary, depending on various factors not limited to the versioning of MS Outlook deployed
and/or specific systems network settings put forth by your organisation.

Chung téi ciing xin lwu y rang tréi nghiém nguoi ding cudi ¢é thé khéc nhau tuy thudc vao
nhiéu yéu t6, bao gém nhung khéng giéi han & phién ban MS Outlook Quy Khéch Hang/
Quy Péi Tac dang st dung va/ hodc céc thiét 1dp mang hé thdng cua té chirc.

Hence, you may or may not experience any noticeable differences when accessing
encrypted emails from MUFG.

Vi vay, Quy Khach Hang/ Quy Déi Tac cé thé c6 hodc khéng nhan thay sw khéc biét khi
truy cap email dwoc ma hoéa tir MUFG.

Please follow the instructions that have been provided in each of the applicable sections
below, should you encounter any noticeable differences in the end-user experience.

Vui long lam theo huéng dan trong tirng muc pha hop bén dudi néu Quy Khéch Hang/ Quy
Péi tac gdp sw khac biét déng cha y trong qua trinh st dung.

2. For users on MS Outlook Page 4
Danh cho nguwoi dung MS Outlook Trang 4
3. For users on non-MS Outlook / Gmail Page 5
Danh cho nguwoi dung khéng sty dung MS Outlook / Gmail Trang 5
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2. For users on MS Outlook
Danh cho nguwoi dung MS Outlook

As the end-user experience may vary depending on various factors, you may or may not experience any
noticeable differences as compared to before, when accessing the encrypted messages from MUFG.

Vi trdi nghiém ngudi dung cudi c6 thé khéc nhau tuy vao nhiéu yéu t6, Quy Khach Hang/ Quy Péi Tac cé thé
nhén thdy hodc khéng nhan thay su thay déi so véi truéc day khi truy cap céc thu duoc ma hoéa tir MUFG.

Whenever required, please follow the instructions below to access the encrypted email.

Khi cén, vui long lam theo céc budc duwdi ddy dé truy cap email duoc méa héa.

1. Upon receiving an encrypted
email from MUFG, please
double-click on the email, which
launches the ‘Information Rights
Management’ dialogue box.

Khi nhan dwoc email duoc ma
héa tir MUFG, vui long nhép
dup vao email dé mé hép thoai
“Information Rights
Management”.

2. Once the email opens,
click ‘Read the Message’.

Sau khi email mé, hdy nhap
**Read the Message™**.

3. Outlook will automatically
open the email message
in Outlook web.

Outlook sé tw déng mé ndi dung
thuwe trong Outlook Web.

4. There will be several
options available for end
users to “Preview”, “Save”,
“Download” attachments.

Nguoi dung cé thé st dung céc

tay chon “Preview”, “Save”,
“Download” déi voi tép dinh kem.
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3. For users on non-MS Outlook / Gmail
Danh cho nguwoi dung khéng str dung MS Outlook / Gmail

Please follow the steps below to view the Encrypted Message received from MUFG.
Vui long thure hién cac buéc bén dwdi dé xem thw duoc méa hdéa nhéan tir MUFG.

1. Upon receiving an encrypted email from
MUFG, please click ‘Read the message’.
Khi nhan dwoc email dugec ma héa tor
MUFG, vui long nhap **Read the message**.

2. Click on the option “Sign in with a One-
time passcode.”
Chon tay chon "Bdng nhéap bang méa
dung mot 1&n”.

] “Sender” email address |

Paras DLP TES!l “Sender” email address Ihas P

protected message.

]

Read the message

Learn about messages protected by Microsoft Purview Message
Encryption.

“Sender” email address |sen( you a protected message

4A. The contents within the encrypted
email will now be displayed.
NGi dung bén trong email duoc ma hoa
sé hién thi.

a

Sign in to view the message
Sign in with Google

Sign in with a One-time passcode

Need Help?

Privacy Statement

$

3. Refer to the “One-time passcode”
that will be sent to your mailbox and
input it accordingly.

Kiém tra hop thu dé lay **ma dung mot

l4n** va nhép vao theo huéng dan.

Tax Invoice for your Order Number 314356 We sent a one-time passcoda 1o [ 7 — = -
We sent a one-time passcode u| Rec|p|ent email addressl

“ .. . . R ) . ) .
Rec|p|ent email address F\eIa;e ;heik your email, enter the one-time passcode and click continue. The one-time passcode will
in 15 minutes.
« One-time passcode| 19727526
Encrypt: This message is encrypted. Recipients can't remave encryption. ) This s 3 private computer, Re: Thours

Please find details for your Purchase Order 314356

Inveice Amount: Rs. 1000/-

Tax Payable - Rs. 100/- /4 Continue ‘

4B. If the encrypted email contains any attachment, you will now be able to “Preview”,
“Save”, “Download” the attachment.
Néu email duoc mé hoa cé tép dinh kém, Quy Khéch Hang/ Quy Dbi Tac c6 thé
“Preview”, “Save”, “Download” dbi véi tép dinh kem.

Test Mail to check BCC Encryption status for manager {(with atmtachment)

re [ “Sender” and “Recipient” email address |

This message is encrypted.

Testing Doc without HWA txt i
Pren
= Save to OneDrive - MUFG Bank Ltd.
ion status of the sender’s manager from auto BCC.
Copy
Download
MNMon-Disclosure Agreement
MDA

(®) MUFG
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Thank you
Tran trong cam on

Thank you for your support of our enhanced information security management system.
Trén trong cdm on Quy Khach Hang/ Quy Déi Téc da ing hé hé théng quan ly an ninh thdng tin ndng cép clia
chung téi.

As data security is critical, we are committed to delivering innovate solutions that safeguard your information
and provide peace of mind. Your understanding and cooperation play a vital role in helping us achieve this
goal and at the same time, protect your data.

An ninh di¥ liéu Ia yéu té then chét, ching t6i cam két cung cap cac gidi phép séng tao nhdm bao vé théng tin
va mang lai sw yén tdm cho Quy Khéch Hang/ Quy Dbi Tac. Sw thau hiéu va hop tac cia Quy Khéch Hang/
Quy P6i Tac ¢6 vai tro quan trong gitp ching téi dat dwoc muc tiéu nay, dong thoi ddm bédo an toan dir liéu
clia Quy Khéch Hang/ Quy Péi Tac.

Junk / Spam Folder Thw muc Junk/ Spam

In view of the new solution, some of our emails may inadvertently be directed to your junk or spam folder. To
ensure you do not miss any important communications from us, do check your Junk/Spam Folder
regularly for any emails that might have been misdirected.

Trong qua trinh véan hanh gidi phap méi, mét sé email tir MUFG ¢6 thé vé tinh duoc chuyén vao thu muc Junk
hodc Spam. Pé bdo ddm Quy Khach Hang/ Quy DPoi Téc khdng bé 16 bat ky théng tin quan trong nao, vui long
kiém tra thu muc Junk/ Spam dinh ky dé ra soét cac email c6 thé bi phén loai nham.

Alternatively, you can also add MUFG senders to your Safe Senders List to ensure that our emails reach your
inbox.

Ngoai ra, Quy Khach Hang/ Quy Péi Tac cé thé b sung dia chi email tir MUFG vao Danh séch Nguoi givi An
toan (Safe Senders List) nhdm bdo dam moi email ttr ching téi luén duwoc chuyén thdng dén hdp thuw chinh.

Guide to Troubleshooting dan khac phuc sw c6

End-user experience vary depending on various factors not limited to the versioning of MS Outlook deployed
and/or specific systems network settings put forth by your organisation.

Trai nghiém cta nguoi dung cudi cé thé khac nhau tuy theo nhiéu yéu tb, bao gébm nhung khéng gidi han &
phién bén MS Outlook ma Quy Khéch Hang/ Quy Péi Téc dang str dung hodc céc thiét Iap mang néi bé cia té
chre.

You may first consider reaching out to your IT team for assistance, should you face any difficulty in accessing
encrypted emails from MUFG. If the issue persists, do contact your MUFG representative for the necessary
support.

Néu Quy Khéch Hang/ Quy Béi Téc gap kho khén trong viéc truy cdp email dwoc mé hoa tor MUFG, vui long
cén nhéc lién hé bo phéan IT ndi bd dé duoc hé tro ban dau.Trong truong hop vén dé vén chwa duoc khac
phuc, xin vui Iong lién hé dai dién MUFG dé duoc hé tro kip thoi va déy da.

For any queries or support, please contact your MUFG representative.
Moi yéu cau hodc cén hé tro, vui long lién hé dai dién MUFG
ctia Quy Khach Hang/ Quy Doi Tac
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This User Experience Guide is intended to be used only by MUFG Clients and Partners. This
document is proprietary information of MUFG and any unauthorized use, reproduction, copy,
transmission, distribution, dissemination, or disclosure of it, or of the information contained
herein, in whole or in part, is strictly prohibited and may result in legal action. All rights are
reserved by MUFG Bank, Ltd.

Tai liéu Huéng dén Trai nghiém Ngudi dung nay chi danh cho Khéch hang va Déi tac cua
MUFG. Tai liéu la théng tin s& hiru cia MUFG; moi hinh thirc st dung, sao chép, truyén tai,
phén phéi, phé bién hodc tiét I6 trai phép, toan bo hodc mét phan, déu bj nghiém cam va cé

thé dan dén hanh dong phép ly. Moi quyén duwoc béo lwu béi Ngén hang MUFG, Ltd.

We would like to take this opportunity to assure you that we and other MUFG Global
Financial Group members take appropriate technical and organizational measures to
safeguard the Customer Information against any unauthorized or unlawful use or processing
of the information, and against accidental loss or destruction of, or damage to, your
information.

Ching t6i xin khang dinh rdng MUFG va céc thanh vién khéac thudéc Tap doan Tai chinh
Toan cdu MUFG &p dung céac bién phap ky thuat va té chirc phi hop dé bdo vé Théng tin
Khéach hang triréc moi hanh vi st dung hodc xt ly trai phép, ciing nhw trénh mét mat, hdy

hoai hodc huw hai ngéu nhién déi véi théng tin cia Quy Khach Hang va Béi Tac.
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