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1. OO01Me Mmo0KeHus

1.1. Hacrosmumii nokyment onpeneiser nomutuky AO «OM-10-D¢-/xu bank (EBpasus)» B
OTHOIICHUH OOpabOTKM MEPCOHANBHBIX MaHHBIX M OO0ECIeYeHHss HX OC30MacHOCTH U SIBISICTCS
00IIIEIOCTYITHBIM.

1.2.  JlokymeHT pa3paboTaH B COOTBETCTBUH ¢ TpeboBanusimu deaepanbHoro 3akona ot 27 uroinst 2006
roma No 152-®3 «O mepCOHANBHBIX MAHHBIX» (C WU3MCHCHUSMH W IOTIOJHEHHUSAMH) W NEUCTBYET B
OTHOIIIEHWH BCEX TEPCOHAIBHBIX JaHHBIX, KoTOopble obOpabarsiBatorcs B AO «OM-FO-D¢-/xu bank
(EBpazus)».

2. TepMI/IHLI n onpeaeJaeHus

IlepconajbHble 1aHHbIE — J100ast HHPOPMALIKS, OTHOCSILASCS NPSAMO MM KOCBEHHO K OIPEICICHHOMY
WJIH OoTIpeieNiieMoMy (pU3UIecKOMY JHIY (CyOBEKTy MepCOHAITBHBIX TaHHBIX).

O0padoTka MEepCOHANBHBIX JAHHBIX — JIP000E JeiicTBHe (Omepalys) WM COBOKYIHOCTH JICWCTBUI
(omepariuii), COBEpIIACMbBIX C UCIOJIb30BAaHUEM CPEICTB aBTOMATH3AIMK MM 0€3 MCIOJb30BaHUS TaKHX
CPEJICTB C IEPCOHAILHBIMU JaHHBIMHM, BKIItOUasi COOp, 3allUCh, CUCTEMAaTH3al[MI0, HAKOIUICHHUE, XPaHCHHE,
yTouHeHrne (OOHOBJICHHE, W3MEHEHWE), W3BJICYCHHE, WCIOIb30BaHHE, Tepenady (pacmpocTpaHeHHE,
MPEIOCTaBICHUE, JOCTYM), OOC3TUYMBAHUE, OJOKWPOBAHHE, YIAJICHHE, YHUYTOKEHHE IMEePCOHATBHBIX
JTAHHBIX.

OmnepaTop — rocy1apCTBEeHHBI OpraH, MyHUIMIIAIBHBIA OpraH, I0pUAMYecKoe Wi (hU3NYecKoe JIUIO,
CaMOCTOSITETIFHO WJIM COBMECTHO C JPYTMMHU JIUIIAMHU OPraHu3ylolue M (WIM) OCYIIECTBIIAIONINE
00paboOTKy MEePCOHATBHBIX JAAHHBIX, & TAKXKE ONpEIeNsSIomue Hean 00paboTKU NMEpCOHANBHBIX JAaHHbIX,
COCTaB NEPCOHANBHBIX MaHHBIX, MOJJIEKAIIUX 00pabdoTKe, nedcTBUS (Omepanmu), COBEpIIAEMbIC C
MEePCOHATLHBIMU TAHHBIMU.

Cy0beKT NHepcOHAJIBHBIX JAHHBIX — (H3MYECKOe JIMIO, KOTOPOMY NPHHAJIEKAT HNEPCOHAIBHBIC
JTAaHHBIC.

3. Caenenns 00 oneparope MepcoOHANbHbBIX JAHHBIX

3.1.  AO «OM-IO-D¢-/Ixu bauk (EBpasus)» (nanee — baHk) sBisieTcs: ONepaTopoM MepCOHANBHBIX
JIAHHBIX, 3aperHCTPUPOBAHHBIM B PeecTpe ormepaTopoB, OCYHIECTBISIFOIUMX 00pabOTKY MepCOHaTbHBIX
JMaHHBIX (peructpanonHbii Homep 08-0005552).

3.2.  Appec mectoHaxoxaenus: 125009, r. Mocksa, PomaHnos niep., nom 4 ctp. 2

3.3.  Tourosslit anpec: 125009, r. Mocksa, Pomanos nep., 1om 4 ctp. 2

3.4. KownraktHbii Tenedon: + 7 (495) 225-8999

3.5. ®axc: + 7 (495) 225-8998

4. [puHuuner 00padoTKH NEPCOHAIBHBIX JAHHBIX
4.1. baHk cuuTaeT BakHeHIIeH 3amadell oOecriedeHHe 3aKOHHOCTH M CIPaBEJIUBOCTH 00pabOTKU
NEPCOHANBHBIX JIAHHBIX, COOJIOZACHHE WX KOH(PHICHIMATBLHOCTH M OE30MaCHOCTH MPOIECCOB HX

00paboTKH.

4.2. B ocHoBe 00pabOTKH MEPCOHAIBHBIX JAaHHBIX B baHKe JIe)KaT CIIeayIOIIUe TPUHITUIIBL:



— orpaHuueHre OOpab0OTKH TEPCOHATBHBIX JaHHBIX JOCTHXKCHHEM KOHKPETHBIX, 3apaHee
OTIpe/IeIEHHBIX W 3aKOHHBIX IIeJIeH;

—  COOTBETCTBHE COJIEpKaHUsI M 00beMa 00padaThIBAEMbIX TIEPCOHAIBHBIX JJAHHBIX 3asIBICHHBIM
LEeJsIM UX 00pabOTKH, OTCYTCTBHE M30BITOUHOCTH 00pabaThiBACMbIX MIEPCOHABHBIX JTaHHBIX
10 OTHOIICHHIO K IEJISIM X 00pabOTKH;

— HCEAONYCTUMOCTH 06’LC}_II/IHCHI/I$[ 0a3 JAaHHBIX, COJACpKAIIUX TICPCOHAIBHBIC NOaHHBIC,
06pa60TI<a KOTOPBIX OCYHICCTBJISICTCSA B HECOBMCCTUMBIX MCIKAY coboit TCIIAXS

— o0ecrieueHHE TOYHOCTHU NEPCOHAIBHBIX AAaHHBIX, HMX JOCTATOYHOCTH, a B HGO6XOJII/IMI)IX
ClIydasaX M aKTyaJIbHOCTH IO OTHOIICHUIO K LECIAM O6pa6OTKI/I MEPCOHAJIBHBIX JAaHHBIX

— XpaHEHHE TIEPCOHAIBHBIX JaHHBIX B (opMe, TMO3BOJSIONICH OINpeNelInTh CyObeKTa
MEPCOHANILHBIX JIAHHBIX, HE JIOJIBIIE, YeM ATOTO TPEOYIOT IIeNd 00padOTKHU MEPCOHAIBHBIX
JIaHHBIX, €CJIM CPOK XPaHEHUs MEPCOHAIBHBIX aHHBIX HE YCTAHOBJIEH 3aKOHOAATEIBCTBOM
P®, noroBopoMm, CTOpPOHOH KOTOPOTO, BBITOAONPHOOpETATENIEM WIW TIOPYYHUTEIEM II0
KOTOPOMY SIBJIIETCSI CYOBEKT MEPCOHANIbHBIX JIAHHBIX.

5. TpedoBaHus mo 06padoTKe U 00ecneYeHHI0 0€30NMACHOCTH MEPCOHATLHBIX TAHHBIX

5.1.  OOpaboTKa MEepPCOHANBHBIX JNAaHHBIX W OOecleYeHHe Oe30IacHOCTH IEPCOHAIbHBIX JIAHHBIX B
baHke oCyIIIECTBISACTCS B COOTBETCTBUH C TPEOOBAHUSAMHU CJICAYIOIIMX JTIOKYMECHTOB:

— «KonBeHuuss o0 3amuTe (QU3MYECKUX JIMIl OPU  aBTOMATHU3UPOBAHHOW 0OpaboOTKe
nepcoHanbHbeIX AaHHbIx» (CtpacOypr, 28 suBaps 1981 roma, ¢ nu3MeHeHussMu ot 15 uroHS
1999 r.);

—  Koncturynus Poccuiickoii @enepanuu;
— Tpynosoii Kogeke Poccutickoit @eneparnu;

—  @enepanbhbiii 3akoH oT 27 utonst 2006 roga Ne149-03 «O6 undopmanyn, nHGpopMaTH3AIUU
1 MHOOPMAIIMOHHBIX TEXHOJIOTHSIX (C U3MEHEHUSIMH U JIOTIOJTHEHUSIMH );

— ®@enepanbrblii 3akoH oT 27 mrons 2006 roma Ne 152-®3 «O mepcoHaNbHBIX JAaHHBIX» (C
M3MCHCHUSIMH U JIONIOJTHCHUSIMH )

— Ilocranosnenuem I[IpaBurensctBa Poccuiickoit @enepaunu ot 15.09.08 Ne 687 «Ilonoxenue
00 0coOeHHOCTAX 00pabOTKHU MMEPCOHAIBHBIX JTaHHBIX, OCYIIECTBISIEMON 03 MCITOIb30BaHUS
CPEJICTB aBTOMATH3AIII»);

— IlocranoBnenue IlpaButenbctBa Poccuiickoit ®epepammu ot 01.11.2012 Ne 1119
«TpebOoBaHMs K 3alIWTE MEPCOHANBHBIX JAHHBIX MPU MX 00paboTKe B WHPOPMAIMOHHBIX
CUCTEeMaXx MEePCOHANBHBIX JaHHBIX»);

— Ilpukaz ®CTIK Poccuu ot 18 deppans 2013 r. Ne 21 «O0 yrBepxkaenun CocraBa u
COJICP)KAHUSI OPTraHM3AlMOHHBIX M TEXHMYECKUX MEp MO0 OOCCICUCHHIO 0e30MacHOCTH
MEPCOHAJILHBIX JIAHHBIX MPH MX 00pa0OTKEe B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX
JTAHHBIX»;

— «bazoBas Mozenb yrpo3 0€30HaCHOCTH NEPCOHAIBHBIX JAaHHBIX NP UX 00paboTke B
MH(POPMAITMOHHBIX CHCTEMaX [EPCOHANBHBIX JaHHBIX», yTBepkaeHa DCTOK Poccun
15.02.2008;

— «Metoarka onpeaeneHus aKTyalbHbIX yrpo3 0€30MacHOCTH NePCOHAIBHBIX AAHHBIX MPU HX
00paboTke B MH(POPMAIMOHHBIX CHUCTEMax IMEePCOHANBHBIX JaHHBIX», yTBepkaeHa DCTIK
Poccun 14.02.2008;

— KOMIUIEKC JIOKYMEHTOB B o0iactu craHgaptu3andu banka Poccum «OOGecmieuenue
MHQOPMAIIMOHHON  0e30MacHOCTH  OpraHu3anuii  OaHKOBCKOM cucTeMbl  Poccuiickoit
Denepanuny,



a TaK)Ke MHBIX MPUMEHUMBIX HOPMATUBHBIX MPABOBBIX akTOB Poccuiickoit deaepariuu.

6. Peanuzanus TtpedoBaHmii mo o0padoTke U olecrmedeHUI0 0€30MACHOCTH MEPCOHAJIbHBIX
JaHHBIX

6.1. B memsax peanuzanuu TpeOOBaHUU MO 00pabOTKE W 0OECIICUCHHIO OE30MACHOCTH MEPCOHATBHBIX
naHHbx (1. 5.1) B banke:

— chopmupoBana Komuccusi mo mnpuBefeHH0 baHka B COOTBETCTBHE € TpPeOOBaHUSIMHU
®enepanpHoro 3akona ot 27 wutonst 2006 roga Ne 152-03 «O mepcoHanbHBIX JaHHBIX» C
W3MEHEHUSIMH U JIOTIOJIHEHUSIMH );

— Ha3HAa4YCHbl JIKIld, OTBCTCTBCHHBLIC 3a OpPraHU3alllii0 U obecrieueHre 0E30MMaCHOCTH
NEPCOHAJIBHBIX TaHHBIX;

— pa3pa0oTaH, BBEJICH B JICHCTBHE U MOJJACPKMBACTCS B aKTyaJbHOM COCTOSHUM KOMILICKT
JIOKYMEHTOB, PETIaMEHTHPYIOIINX 00paboTKy M obecredeHne 6e30MacHOCTH MePCOHATBHBIX
JTAHHBIX;

— HNPHUMCHAIOTCA MPAaBOBbIC, OPraHU3allUOHHBIC W TCEXHUYCCKUC MCPBI 110 00€eCIeUeHUI0
0e30IMmacHOCTH NEPCOHAJIBHBIX TaHHBIX B COOTBCTCTBUU C pa3aCiiOM 7 HaCTOHHIeﬁ HOJ’II/ITI/IKI/I;

—  OCYUIECTBIISIETCS BHYTPEHHHUI KOHTPOJIb U ayAHT COOTBETCTBHUA O0OpaOOTKH MEpPCOHAIbHBIX
naHHeIX B BaHke mpeabsBiseMbM K Hel TpeOoBaHusM (1. 5.1), MOJOXKEHUSM HACTOSIIEH
[MonuTukn W JApPYrHX BHYTPEHHHX JIOKYMEHTOB baHka 1o 00paboTke W 00ecredeHUro
0€3011acHOCTH NIEPCOHATBHBIX JaHHBIX;

—  MPOU3BOJUTCS OILICHKA yIepOa, KOTOPBIH MOXKET OBbITh MPUYMHEH CYOBEKTaM MEePCOHATBHBIX
JMAHHBIX B cioydae HapymeHus OenepanpHoro 3akoHa Ne 152-03 «O nepcoHaTbHBIX JAHHBIX)
(C M3MCHEHUSIMH U JOMOJHEHUSMH), COOTHOIICHUE YKA3aHHOTO yIiepda M MPHHIMACMBIX
bankom  wmep, HampaBIeHHBIX Ha  oOecrlieueHHe  BBINIOJHEHHS  00sS3aHHOCTEH,
MPeyCMOTPEHHBIX TaHHBIM DeneparbHbIM 3aKOHOM;

—  IPOU3BOJMUTCS O3HAKOMJICHHE IOJI JINYHYIO POCIHCH PaOOTHHKOB baHKa, HEMOCPEICTBEHHO
OCYIICCTBJISIIONIMX 00pabOTKY TEPCOHAJBHBIX JIAaHHBIX, C TPEOOBAHMSIMU BHYTPECHHHUX
JnokyMeHToB baHka, a Takke ¢ TpeOOBaHUSIMHU JACHCTBYIOIIETO 3aKOHOAaTeNIbcTBa PD B wacTn
00paboTKu 1 obecrieueHns: 0e30MaCHOCTH MTEPCOHAIBHBIX JaHHBIX;

— cOop, 3ammch, CHCTEeMaTH3alusi, HaKOIUIEHWe, XpaHeHHWe, yTo4yHeHue (OOHOBJICHHE,
I/I3MeHeHI/Ie), H3BJICUCHHUC TICPCOHAJIBHBIX JaHHBIX Cy6'beKTOB NEPCOHAIBHBIX JAaHHBIX,
BKIIfoUasi rpaxiaaH Poccuiickoii ®Denepanun, OCYIIECTBISIOTCS C HUCIOJNb30BaHUEM 0a3
JaHHBIX HMH(OPMALMOHHBIX cucTeM baHka, pacnonokeHHbIX Ha Tepputopun Poccuiickoit
denepanuu.

7. Mepbl 110 00ecrieueHUI0 0e30IACHOCTH MEePCOHATbHBIX JAHHbIX

7.1. B banke nmpuHATBHI HEOOXOOUMBbIE M JOCTATOYHBIEC MPABOBbIC, OPTAHU3ALMOHHBIC U TEXHUYECKHUE
MEpBI JUISl 3alUTHl MEPCOHANBHBIX JAaHHBIX OT HECAaHKIMOHMPOBAHHOIO WIJIHM CIy4allHOrO JOCTYyIa,
YHUYTOXKEHHSI, HM3MCHCHHS, OJIOKUPOBAHHUS, KOMHMPOBAHHSA, PACIPOCTPAHEHUs, a TaKKe OT HHBIX
HEIPaBOMEPHBIX JEHCTBUN C HUMU CO CTOPOHBI TPETHUX JIUL], B YACTHOCTH:

— Mephl MO OO0ECIEYeHHI0 peXrMa KOH(MUIACHIMATHHOCTH B OTHOIICHHH IE€PCOHAIBHBIX
JIaHHBIX;

— Mepbl 10 (PU3UYCCKOHN 3alUTe U YIPABICHUIO JOCTYIIOM B IOMEIIeHUs1 baHka, B KOTOPBIX
MPOU3BOAMTCS 00pabOTKa IMEPCOHANBHBIX JAaHHBIX, Pa3MEIICHbl TEXHUYCCKHUE CPEJICTBA
00pabOTKH TMEepPCOHANBHBIX JaHHBIX U XPAHATCS MaTCPUAIbHBIC HOCHUTEIIA TMEPCOHAIBHBIX
JIAHHBIX;



— Mepsl 1Mo o0ecTedeHnI0 Oe30MacHOCTH TPU OOpaIeHHH C MaTepUATbHBIMA HOCHUTEIISIMHU
MEPCOHANBHBIX JAHHBIX (Y4eT, XpaHEHHE U YHHUYTOXKEHHE HOCUTEICH);

— Mepbl 10 HIACHTU(QHKAIWMU U ayTeHTU(UKAIMH, YIPABICHUIO JOCTYIIOM W PETUCTpaliu
coOBITHI B MHPOPMAIIMOHHBIX CUCTeMaX baHka, B KOTOphIX 00pabaThIBalOTCs TIEPCOHAIBHEIC
JTaHHBIC;

—  MCPEI 11O aHTI/IBI/IpyCHOf/i 3alIUTC NECPCOHAJIbHBIX JAHHBIX]

— MCpLBI 1O O6Hapy>KeHI/HO BTOp)KeHI/If/i B I/IH(I)OpMaLII/IOHHLIX CHUCTEMAX BaHKa, B KOTOPBIX
06pa6aTLIBaIOTC$[ MEPCOHAJIbHBIC TaAHHBIC,

- MEPBI IO KOHTPOJIHO 3alIUIIEHHOCTHU MIEPCOHAJIBHBIX NJAaHHBIX B I/IH(l)OpMaHI/IOHHI)IX CUCTeMax
banka;

— MCPLI IO PE3CPBHOMY KOIMMPOBAHUIO U BOCCTAHOBJICHHUIO MCPCOHAJIBHBIX JAHHBIX; MCPHI 110
06Hapy>KeHI/IIO U pearupoBaHUIO Ha HWHHHUICHTBI I/IH(l)OpMaLIHOHHOfI 0e30IMacHOCTH B
OTHOLICHUH NTEPCOHAJIbHBIX TaHHBIX;

— Mephl [0 VyIOpaBJIEHHIO KOHpUrypanued HHOOPMAIMOHHBIX CHUCTEM, B  KOTOPBIX
06pa6aTLIBaIOTC$[ MEPCOHAJIIBHBIC AaHHBIC, W CHUCTEMbI 3alllMThl NECPCOHAJIBHBIX JdaHHBIX
banka;

— MCPEL 10 TTOBBIIIICHUTIO OCBCAOMJICHHOCTH pa6OTHI/IKOB banka 110 BOIIpOCaM
HH(bOpMaL[HOHHOfI 6630HaCHOCTI/I, B TOM YHCJIC O€30MaCHOCTH NEPCOHAJIbHBIX TAaHHBIX.

7.2. IlpaBo nocryma k oOpaOaTbiBacMbiM B baHKe MEpPCOHAIBHBIM JAHHBIM IMPEIOCTABIISCTCS
paborHuKam baHka, KOTOPBIM 3TH JTaHHBIE HEOOXOMMBI JUIS BBITOJHEHUS JOKHOCTHBIX 00SI3aHHOCTEH,
MPEAYCMOTPEHHBIX JOJKHOCTHBIMU UHCTPYKLMSIMH, Ha OCHOBAHUM YTBEP>KICHHOTO npukazoM [lepeuns
paboTHHKOB baHKa, JOMyIIEHHBIX K 00pa00TKE ePCOHATIBHBIX JTaHHBIX.

7.3. llepenava mepcoHANBHBIX JAaHHBIX BaHKOM TpeTbeMy JIMIly OCYIIECTBIIICTCS TOJBKO B CiIydae,
ecmu cyobekT I[IJIH manm coryacue Ha oOpaOOTKY CBOMX JaHHBIX TPETHUM JIMIIOM, €CJIM HMHOE HE
MPEyCMOTPEHO 3aKOHO1aTENLCTBOM PD.

7.4. B Tom cmyuae, ecnin bank mopydaer oOpaboOTKy NHEepCOHAIBHBIX JAHHBIX TPETbEMY JIMIY Ha
OCHOBAHUU JI0r0BOPA, 00s13aTEIbHBIM YCIIOBUEM TaKOI'0 JOI0OBOpa SIBISETCA 0053aTE/IbCTBO 00ECIIEUEHUs
TPETHUM JIMLIOM 0€30I1aCHOCTH NEPCOHATBHBIX JJAHHBIX PH UX 00paboTKe.

8. Cpoxu 00paGoTKH MEPCOHATBHBIX JAHHBIX

8.1. Cpoku o00pabOTKM TIEPCOHAJBHBIX JIAHHBIX YCTAHOBJICHBI bBaHKOM B COOTBETCTBHUHM C
TpeOOBaHUSIMH JICHCTBYIOIIETO 3aKOHOAaTeIbcTBa PO,

9. IIpexpanienne 00padoOTKU MEPCOHATBHBIX JAHHBIX

9.1. OO6paboTka MNEPCOHAJBHBIX JAHHBIX IPEKpallaeTcs, a COOpaHHBbIC IEPCOHANbHBIC JaHHBIC
VHAYTOXKAIOTCSI WM OOECTevYnBaeTcss MpeKpameHne oO0paboTKM MEepCOHAIBHBIX JaHHBIX M X
YHAYTOXKEHHE (ecau 00paboTKa OCYIIECTBISICTCS JIPYTMM JIUIOM, ACUCTBYIOMIMM TII0 IOPYYCHHUIO
orepaTopa) B CIEAYIONIMX CIy4asX B CPOKH, ycTaHOBIeHHbIe DenepanbHbiM 3akoHOM Ne 152-03 «O
MEPCOHAIBHBIX JIAaHHBIX» (C H3MEHEHUSIMH U JIONOJHEHWSIMHM), €CIM HWHOE HEe YCTaHOBJIEHO
3aKOHOJATENbCTBOM Pd:

— 10 UCTEYEHHUIO YCTaHOBJICHHOTO CPOKa 00pabOTKM NEPCOHAIBHBIX JaHHbIX;

— 10 JOCTHKCHMH Lieieil 00pabOTKM MEepCOHANbHBIX IaHHBIX WIH MIPU yTpaTe HEOOXOJUMOCTH
B UX JIOCTHXCHUH;



— TpH OT3BIBE CYOBCKTOM IEPCOHANBHBIX JaHHBIX coOrlachsi Ha 00paboOTKy CBOHX
MEPCOHANBHBIX ~ JTAaHHBIX, €CIIM TaKoe corjiacue TpeOyercs B  COOTBETCTBHUH C
3aKOHOJATEIHLCTBOM P®D;

— 10 TpeOOBaHUIO CYOBEKTa TEPCOHANBHBIX JAHHBIX WM YTOJHOMOYECHHOTO OpraHa IIo
3aIUTe MPaB CyOBEKTOB MEPCOHAIBHBIX JAHHBIX — €CITU MIEPCOHABLHBIC IAHHBIC SIBIISTFOTCS
HETIOJTHBIMH, YCTAPEBIINMU, HEIOCTOBEPHBIMY, HE3aKOHHO TIOJTYYCHHBIMH WA HE SBIISIOTCS
HEOOXOAMMBIMH JTSI 3asIBJICHHOM 1IeTTH 00paboTKH;

— B CIlydyae BBISBICHHS HEIMPABOMEPHON OOpabOTKHM TEepPCOHAJBHBIX JNaHHBIX baHkoM wim
JIMIIOM, AEHCTBYIOUIMM II0 €r0 MOPYYEHHIO, eCIi 00eCcTeunTh MPaBOMEPHOCTh 00pabOTKH
MEPCOHAIIBHBIX JAHHBIX HEBO3MOKHO.

10. IIpaBa cy0bekTa mepCcoOHATbLHBIX TAHHBIX

10.1. CyObekT mnepcoHaNbHBIX JaHHBIX HMEET IpaBO Ha IOJyuyeHHe HH(]opManmu, Kacarolencs
00paboTku baHKOM ero nepcoHaIbHBIX JaHHBIX, B TOM YHCJIE COAEPIKAIIeH:

MOATBCPIKACHUC (1)aKTa 06pa6OTKI/I NEPCOHAIBHBIX TAHHBIX BaHKOM;
— TIPaBOBBIC OCHOBAHUS U LCIIN O6pa6OTKI/I MEPCOHAJIBHBIX TAaHHBIX;

— TPHUMCHSACMBIC Bankom criocoObl O6pa6OTKI/I MEPCOHAJIbHBIX JaHHBIX;
— HAWMMCHOBAHHEC U MECTO HaAXOXIACHUA BaHKa;

— CBC€ACHHUA O JIHIax (33, HUCKIOYCHUCM COTPYAHUKOB BaHKa), KOTOpbIC HMCIOT AOCTYII K
MEPCOHAJIbHBIM JAHHBIM WM KOTOPBIM MOT'YT OBITh PACKPLITHI NIEPCOHAJIBHBIC JAHHBIC Ha
OCHOBAHHU AOTOBOpaA C bankoM mim Ha OCHOBaHHH (bez[epanLHoro 3aKOHa,

— oOpabarbiBaeMble IEpPCOHAJIBHBIE JaHHBIE, OTHOCANIMECS K JIaHHOMY CyOBEKTYy
MIEPCOHAIIBHBIX TAHHBIX, ICTOYHHUK UX TTOTYUCHHUS;

—  CpOKH 00pabOTKH MEPCOHAIBHBIX JAHHBIX, B TOM YHCIIC CPOKH UX XPAHCHHUSI;

— TOPSAJOK OCYIIECTBICHUS CYOBEKTOM MEPCOHAIBHBIX JAaHHBIX TPaB, MPEAyCMOTPEHHBIX
OenepanbHbiM  3aKk0HOM Ne 152-03 «O mepcoHaNmbHBIX MAaHHBIX» (C HM3MEHEHUSMH U
JTIOTIOJTHEHUSIMH ) ;

— wuHpOpManuo 00 OCYIIECTBICHHOH WJIM O TPENIojaraeMoi TpPaHCTPAaHWYHOW Iepenaue
MEPCOHANLHBIX JaHHBIX;

— HaWMEHOBAHHWE U aApeC JIUIA, OCYIIECTBIIIONIETO 00pa0OTKY MEePCOHAIBHBIX NAaHHBIX IO
nopydyeHuro banka, eciu 00paboTKa mopydeHa win OyJIeT opyueHa JJaHHOMY JIUILY;

— HWHBIC CBCACHUA, IIPCAYCMOTPCHHBIC @eﬂepaﬂLHBIMI/I 3aKOHaMH.

10.2. IIpaBo cyObekTa MepcOHAIBHBIX JAAHHBIX Ha JOCTYIl K €r0 MEePCOHAIBHBIM JIAHHBIM MOXET ObITh
OTPAaHUYEHO B COOTBETCTBUU C 3aKOHOAATENHCTBOM PD.

10.3. CyObeKkT nepcoHaabHBIX JaHHBIX UMEET NPaBo TpeboBaTh 0T baHka yTOUHEHHMS ero NepCOHANTbHBIX
JAHHBIX, WX OJIOKMPOBaHWS WJIM YHUUTOXCHUS B cCJly4ae, €CIM MEPCOHAIbHBIC JIaHHBIC SBISIOTCS
HETIOJIHBIMH, YCTApPEBIIUMH, HETOUHBIMHU, HE3aKOHHO TOJIYYECHHBIMH HJIM HE SBISIOTCS HEOOXOAWMBIMHU
JUIs 3asIBJICHHOH ey 00paboTKH, a TakkKe NPUHUMATh MPEAYCMOTPEHHbIE 3aKOHOM MEphI O 3alluTe
CBOMX TIPaB.

10.4. B pamkax peanu3aiid CBOHX MpaB, CYOBEKT MEPCOHATBHBIX JAHHBIX WM €r0 IPEICTaBUTENb
MOKET HalpaBIsTh B ajpec baHka 3ampockl Mo BOMpocaM 00pabOTKH €ro MepCOHAIbHBIX TaHHBIX HITH
oOpainathcs B bank 1n4HO.

10.5. 3ampoc cyObekTa MEepCOHANBHBIX JAHHBIX WM €r0 MPEACTABHUTENS IO BOIPOCY OOpabOTKH ero
MIEPCOHAILHBIX JIAHHBIX COCTABIISICTCS B IPOU3BOJILHON (hOpME U JIOJDKECH COJICPIKATh:



— HOMEp OCHOBHOTO JOKYMEHTa, YIOCTOBEPSIOUIET0 JMYHOCTh CyOBEKTa IepCOHAIBHBIX
JAHHBIX WM €r0 MPeCTaBUTES,;

—  JIOKYMEHT, TTOITBEP K TAFOIIIMIA ITOJTHOMOYHSI TIPEICTABUTEIIS;
—  CBEICHUS O JIaTe BBIIAYM YKa3aHHOTO JOKYMEHTA U BBIIABIIIEM €TI0 OpraHe;

— CBECHUS, IOATBEP)KAAIOINE yJacTHE CyOBEKTa MEPCOHATBHBIX TAHHBIX B OTHOLICHHSX C
bankom (HOMep 10roBOpa, 1aTa 3aKIIOYEHHUS JOrOBOPA, YCIOBHOE CIOBECHOE 0003HAYEHHE U
(unu) uHBIE CBEJECHHUS), JIMOO CBEACHUS, MHBIM 00pa3oM MOATBEpKAaoUIe GakT oOpaboTKH
MEePCOHANBHBIX JaHHBIX baHkoMm;

— IIOAITHUCH Cy6’beKTa TMEPCOHAIIBHBIX JaHHBIX WJIN €TI0 MPEACTaBUTEIIA.

10.6. 3anpoc mMoxeT ObITH HampasiieH B agpec baHka B aneKTpoHHOW QopMe M MOAMUCAH SIEKTPOHHOR
MOJIITUCHIO B COOTBETCTBUU C 3aKOHO/IATENBCTBOM PD.

10.7. Ilox nu4HBIM OOpallleHUEM MOHUMAETCS YCTHOE 3asiBIEHUE CyObeKTa NMEPCOHANBHBIX JAHHbBIX MU
€ro IpeCTaBUTENsl B MOMEHT TIOCelIeHHs baHKa Wiy ero npecTaBUTENbCTB.

10.8. CyObeKkT mepcoHaNbHBIX JaHHBIX UMEET MPaBO OTO3BaTh JiaHHOe baHKy coriacue Ha 00pabOTKy
€ro MepCOHANBHBIX AaHHBIX. il 3TOro cyOBEKT MEPCOHAJBHBIX AAHHBIX HampasiseT B axpec banka
3asBJICHHE B IPOU3BOJILHOH (popme.

10.9. B cny4ae oT3bIBa CyOBEKTOM TEPCOHAIBHBIX JAHHBIX COTJIACHS Ha 0OpabOTKY TMepCOHAIBLHBIX
JaHHBIX, baHK BIpaBe MPOAOILKUTH 00pabOTKY MEpCOHAIBHBIX JAaHHBIX O3 cormacusi cyObekra mpu
HAJIMYUM OCHOBAaHWH, NpeaycMOTpeHHbIX @DenepanbHbiM 3akoHOM Ne 152-03 «O mepcoHaIbHBIX
JIAHHBIX» (C U3MEHEHUSMU U TOTIOJTHCHUSIMH ).

11. 3axi04yuTeNbHbIE MOJIOKEHUS

11.1. Hacrosiuas [Tonutuka yrBepxaaercs [Ipapnenuem banka.

11.2. JroOble M3MEHEHWsI W/WJIHM JIOTIOJHEHUS B HACTOSINYI0 [lOJIMTHKY BCTYMAarOT B CHIY C JIaThl
NPUHATHS YIIOJTHOMOYEHHBIM oOpraHoM baHka (B cooTBeTrcTBUHM C YcTaBoM banka B pemakuuy,

JICHCTBYIOIICH Ha JIaTy NPHUHSTHS COOTBETCTBYIOUIEIO PELICHUS) COOTBETCTBYIONIETO PELICHHS 00 X
YTBEPKICHUH.
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1. General Provisions

1.1.  This document outlines the Policy of AO MUFG Bank (Eurasia) with regard to personal data
processing, their non-disclosure. This document is accessible to public.

1.2.  The document has been developed in accordance with the provisions of Federal Law dated July 27,
2006 No. 152-FZ “On personal Data” (as amended) and applies to all personal data processed at AO
MUFG Bank (Eurasia).

2. Terms and Definitions

“Personal data” - any information relating directly or indirectly to the identified or identifiable natural
person - subject of the personal data.

Processing of personal data — any action/operation or a combination of actions/operations performed
with use of means of automation or without them with regard to personal data including collection, record,
systematisation, accumulation, storage, clarification (update, change), retrieval, utilisation, transfer
(distribution, provision, access), depersonalisation, blocking, deletion, destruction of personal data.

Operator — a government, municipal authority, a legal entity or a natural person, individually or jointly
with other persons organising and/or processing personal data and defining the purpose of processing,
composition of personal data to be processed, actions/operations performed with personal data.

Subject of personal data — an individual who owns personal data.

3. Information on operator of personal data

3.1.  AO MUFG Bank (Eurasia) (the “Bank”) is the operator of personal data registered in the Register
of operators performing processing of personal data (Reg. No. 08-0005552).

3.2.  Location address: 125009,, 4, building 2, Romanov Per., Moscow.
3.3. Postal address: 4, building 2, Romanov Per., 125009 Moscow.
3.4. Contact phone: + 7 (495) 225-8999

3.5. Fax number: + 7 (495) 225-8998

4. Principles of Personal Data Processing

4.1. The Bank believes that its essential task is to ensure lawfulness and justice in processing of
personal data, their confidentiality and security of processing processes.

4.2.  The basis of processing personal data at the Bank are the following principles:

— limitation of personal data processing by achievement of specific, predefined and legitimate
purposes;

— compatibility of content and scope of processed personal data with declared purpose for their
processing, absence of redundant information of processed personal data with regard to
purposes of processing;

— inadmissibility of compiling databases containing personal data, which processing is
performed for incompatible purposes;



ensuring accuracy of personal data, their sufficiency and, when necessary, their relevancy
with regard to the purpose of personal data processing;

storage of personal data in the form allowing to identify the subject of personal data no longer
than required by purposes of personal data processing unless the period of storage of data is
stipulated by the laws of the RF, the agreement where a party to it is a beneficiary or surety -
subject of personal data.

5. Requirements to processing and security of personal data

5.1.  Processing of personal data and ensuring security of personal data at the Bank is in compliance
with provisions of the following documents:

“Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data” (Strassburg, January 28, 1981 as amended on June 15, 1999);

Constitution of the Russian Federation;
Labor Code of the Russian Federation;

Federal Law dated July 27, 2006 No. 149-FZ “On Information, informatization and IT” (as
amended);

Federal Law dated July 27, 2006 No. 152-FZ “On personal data” (as amended);

Decree of the Government of the Russian Federation dated 15.09.08 No. 687 “Regulation on
specifics of processing of personal data without utilisation of automation means”);

Decree of the Government of the Russian Federation dated 01.11.2012 No. 1119
“Requirements to protection of personal data when processed through personal data
information systems”);

Order of FSTEC dated february 18, 2013 No. 21 “On approval of composition and content of
organisational and technical measures to ensure security of personal data when processed in
information systems”;

“Baseline model of threats to security of personal data when processed in information
systems”, approved by FSTEC of Russia on 15.02.2008;

“Methodology to identify actual threats to security of personal data when processed in
information systems”, approved by FSTEC of Russia on 14.02.2008;

a set of standardisation documents of the Bank of Russia “Ensuring information security of
institutions of the banking system of the Russian Federation”,

and other applicable regulatory and legal acts of the Russian Federation.

6. Implementation of requirements to processing and security of personal data

6.1. For the purpose of implementation of requirements to processing and security of personal data
(clause. 5.1) the following steps have been undertaken at the Bank:

a Commission is set up to bring the Bank in line with the requirements of Federal Law dated
July 27, 2006 No. 152-FZ “On personal data” as amended;

persons responsible for organisation and ensuring security of personal data are designated;

a set of documents regulating processing and maintaining security of personal data has been
developed and maintained;

legal, organisational and technical measures to ensure security of personal data are put in
place in accordance with Section 7 of this Policy;



— internal control and audit of compliance of personal data processing at the Bank with the
requirements (Clause 5.1), provisions of this Policy and other internal documents of the Bank
related to processing and ensuring security of personal data are performed,;

— damage that may be caused to subjects of personal data is assessed in case of violation of
Federal Law No. 152-FZ “On personal data” (as amended), correlation of the said damage
and measures adopted by the Bank aimed at fulfullment of functions envisaged by the Federal
Law;

— familiarisation with written acknowledgement of receipt of the Bank employees directly
involved in personal data processing with requirements of internal documents of the Bank and
applicable legislation of the RF related to processing and ensuring security of personal data;

— collection, record, systematisation, accumulation, storage, clarification (update, change),
retrieval of personal data of subjects of personal data, including citizens of the Russian
Federation shall be made with use of databases of information systems of the Bank located on
the territory of the Russian Federation.

7. Measures to ensure security of personal data

7.1.  The Bank has adopted required and sufficient legal, organisational and technical measures to
protect personal data from unauthorised or accidental access, destruction, change, blocking, copying,
distribution and other unlawful actions on behalf of a third party, in particular:

— measures to ensure confidentiality of personal data;

— measures to ensure physical protection and access management to the premises of the Bank
where processing of personal data takes place, technical means of processing of personal data
and material media of personal data are placed;

— measures to ensure security when handling material media of personal data (record, storage
and destruction of media);

— measures to identify and authenticate, manage access and registration of events in information
systems of the Bank where personal data are processed;

— measures to ensure antivirus protection of personal data;

— measures to detect intrusion in information systems of the Bank where personal data is
processed;

— measures to control the level of protection of personal data in information systems of the
bank;

— measures to ensure back-up and recovery of personal data; measures to identify and react to
information security incidents related to personal data;

— measures to manage configuration of information systems where personal data are processed
and the systems of protection of personal data of the Bank;

— measures to enhance awareness of employees of the Bank on matters of information security,
including security of personal data.

7.2.  The right of access to processed personal data at the Bank is granted to employees of the Bank who
need such data to perform their role as prescribed by job descriptions on the basis of the List of
Employees of the Bank designated to process personal data and approved by the Order.

7.3. Transfer of personal data to a third party by the Bank is possible only in case when the subject of
personal data has given his/her consent for processing of his/her personal data unless otherwise stipulated
by the legislation of the RF.



7.4. In case when the Bank assigns processing of personal data to a third party under the agreement, a
mandatory condition of such agreement should be the committment of a third party to ensure security of
personal data in the course of processing.

8. Time Frame for Personal Data Processing

8.1. The time frame for processing of personal data is established by the Bank in accordance with the
provisions of the applicable legislation of the RF.

9. Termination of Personal Data Processing

9.1.  Processing of personal data shall be terminated and collected data destructed by the Bank or by a
third party (if processing is performed by other persons acting on behalf of the operator) within the time
frame and in cases envisaged by Federal Law No. 152-FZ “On personal data” as amended, unless
otherwise stipulated by the laws of the RF:

— upon termination of the established time frame for personal data processing;
— when the purpose of personal data processing is fulfilled or when it is no longer needed;

— in case of revocation of the consent for processing of personal data by the subject of personal
data when such consent is required in accordance with the laws of the RF;

— upon request of the subject of personal data or the Authorised Body protecting the rights of
subjects of personal data if such personal data are incomplete, outdated, unreliable, received
unlawfully or unnecessary for declared purpose of processing;

— in the event of identification of unlawful processing of personal data by the Bank or a person
on its behalf, when there is no option to ensure lawful processing of personal data.

10.  Rights of Subject of Personal Data
10.1. The subject of personal data has the right to receive information related to processing of his/her
personal data by the Bank including:

— confirmation of the instance of processing of personal data by the Bank;

— legal grounds and purpose of processing of personal data;

— methods of processing of personal data applied by the Bank;

— name and location of the Bank;

— information on persons (except for employees of the Bank) who have access to personal data
or to whom the personal data may be disclosed under the agreement with the Bank or
pursuant to a federal law;

— processed personal data related to a relevant subject of personal data and their source;
— the time frame for processing of personal data including the period for their storage;

— the procedure for exercising the rights by the subject of personal data envisaged by Federal
Law No. 152-FZ “On personal data” as amended;

— information on transborder transfer of personal data or intended transborder transfer of
personal data;

— name and address of the person processing personal data under the instruction of the Bank if
such processing is assigned or will be assigned to such person;

— other information envisaged by federal laws.



10.2. The right of the subject of personal data to have access to his/her personal data may be restricted in
accordance with the legislation of the RF.

10.3. the subject of personal data may request the Bank to update his/her personal data, block them or
destruct in cases when the personal data is incomplete, outdated, inaccurate, received unlawfully or are
not necessary for declared purpose of processing and to undertake measures to protect his/her rights under
the applicable laws.

10.4. Within the framework of exercising the rights, the subjects of personal data or their representative
may file a request to the Bank or apply to the Bank personally on matters related to processing of his/her
personal data.

10.5. The application of the subjects of personal data or their representatives on matters of processing of
personal data may be drawn up arbitrarily and should contain:

— number of the principal identification document of the subject of personal data or their
representative;

— document evidencing the powers of the representative;
— information of the above document issuance date and issuing authority;

— information evidencing involvement of the subject of personal data in relationship with the
Bank (number of agreement, date of agreement, conventional verbal mark and/or other
information) or otherwise evidencing the fact of the personal data processing by the Bank;

— signature of the subject of personal data or their representative.

10.6. The request may be sent to the Bank in electronic form and signed with an electronic signature in
compliance with the RF legislation.

10.7. Personal application is understood as an oral statement of the subject of personal data or their
representative at the moment of visiting the Bank or its representative offices.

10.8. The subject of personal data may revoke the consent for processing of personal data given to the
Bank. For this purpose the subject of personal data shall send to the Bank the application in arbitrary form.

10.9. When the consent for processing of personal data is revoked by the subject of personal data, the
Bank may proceed with processing of personal data without the subject’s consent when there are grounds
envisaged by Federal Law No. 152-FZ “On personal data” as amended.

11.  Final Provisions
11.1. This Policy shall be approved by the Board of the Bank.

11.2. Any changes and or amendments to this Policy shall become effective from the date of decision-
making on their approval by the authorised body of the Bank (in accordance with the Charter of the Bank
in the current version as of the date of the relevant decision-making).



